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Welcome!

1

Event Materials
Visit the event page to download 
a copy of the presentation slides 
and any additional resources. 

Let’s Chat!
Select All Panelists & Attendees 
from the drop-down when 
commenting in the chat pod. 

Tech Support
Email us if you need tech 
support or have questions!
MilFamLN@gmail.com

Event Page: 
https://militaryfamilieslearningnetwork.org/event/104655/
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Cryptocurrency: How It Works, 
Current Research, and Avoiding 

Scams

Event Materials
Visit the event page to download a 
copy of the presentation slides and any 
additional resources. 

This webinar has been approved to offer 
continuing education credit. Please stay 
tuned for more information! 

Continuing Education 

Event Page: 
https://militaryfamilieslearningnetwork.org/event/104655/

Photo by WorldSpectrum from Pexels
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Connecting military family service providers 
and Cooperative Extension professionals to 

research and to each other through 
engaging online learning opportunities

https://militaryfamilieslearningnetwork.org

This material is based upon work supported by the National Institute of Food and Agriculture, 
U.S. Department of Agriculture, and the Office of Military Family Readiness Policy, U.S. Department of 

Defense under Award Number 2019-48770-30366.
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https://militaryfamilieslearningnetwork.org/event/22036/
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Today’s Presenters

5

Dr. Chris Wilmer
Associate Professor of Chemical and Biological Engineering and Electrical and 
Computer Engineering at the University of Pittsburgh;
Co-Founder and Co-Managing Editor of Ledger

Mr. Dan Rutherford
Associate Director of the U.S. Commodity Futures Trading Commission’s Office of 
Customer Education and Outreach
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What is Cryptocurrency Anyway?
Prof. Chris Wilmer

Sept. 28, 2021

Image by Jae Rue from Pixabay
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Background on Bitcoin 7

• Learned about Bitcoin in Sept. 2011 from a Wired 
Magazine article

• Was a grad student pursuing a PhD in Chemical 
Engineering at Northwestern University

• Bitcoins were about $3 each
“…but the damage had been done; the bitcoin never got back above $17…”

7

Background on Bitcoin 8

• Two things you could buy back then 
with bitcoins:

• Physical bitcoins + chocolate 
bitcoins

Free image from Pixabay
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Background on Bitcoin 9

• In 2012, keeping bitcoins safe was 
hard

• Learned about public/private key 
cryptography

• Aha moment came when I learned 
how to create and use a “brain wallet”

• Brain wallets were clearly
a unique feature of Bitcoin 
(and what would be later called 
“blockchain technology”)

• At the end of 2012 bitcoins were $15 
and were mostly known for 
facilitating online drug sales via the 
Silk Road

Photo by Karolina Grabowska from Pexels
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Background on Bitcoin 10

• In 2013, Bitcoin was still widely misunderstood and there 
were few resources

• US had its first Senate hearing on Bitcoin in Oct. 2013
• Bitcoins went from $15 to over $1,000 during 2013

Image from Tom Bark from Pixabay
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Background on Bitcoin 11

Founding Ledger
• The first peer-reviewed journal for publishing 

original research on cryptocurrency-related subjects
• Founded in 2014, published by the University of 

Pittsburgh
• Broad scope:

o Mathematics, cryptography,
engineering, computer science

o Law, economics, finance,
social sciences

• Open access
o Free to view content

(no subscription cost)
o Free to publish

(no author fees)
• Please check it out: www.ledgerjournal.org

Image by Gerd Altmann from Pixabay
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Introduction to Bitcoin & Blockchain 12

A Brief History of Bitcoin
• To help understand what the fundamental innovation is…

12

http://www.ledgerjournal.org/
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Introduction to Bitcoin & Blockchain 13

“Then there's cyberbusiness. We're promised instant catalog shopping—
just point and click for great deals. We'll order airline tickets over the 
network, make restaurant reservations and negotiate sales contracts. 
Stores will become obsolete. So how come my local mall does more 

business in an afternoon than the entire Internet handles in a month? 
Even if there were a trustworthy way to send money over the 

Internet—which there isn't—the network is missing a most essential 
ingredient of capitalism: salespeople.”

Clifford Stoll, Newsweek, February 26, 1995

A Brief History of Bitcoin
• In the early 1990s, Internet pioneers saw a future of 

online shopping! 
(which back then was widely considered ridiculous)

13

Introduction to Bitcoin & Blockchain 14

A Brief History of Blockchain Technology
• Using credit cards to pay for things online was, at the 

time, seen as insane
• In a credit card transaction, you give a merchant the 

exact information that merchant would need to 
make purchases on your behalf… 

Hello Jane!
I’d like to buy 
a toothbrush

Sure. 
That’s 

$5

OK. Here’s my 
online bank 

password. Just 
promise not to take 
more than $5 OK?

Promise.

14
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Introduction to Bitcoin & Blockchain 15

Sure. 
That’s 

$5

Promise.

Hello anonymous 
Internet 

merchant!
I’d like to buy a 

toothbrush
OK. Here’s my 

online bank 
password. Just 

promise not to take 
more than $5 OK?

A Brief History of Blockchain Technology
• Using credit cards to pay for things online was, at the 

time, seen as insane
• In a credit card transaction, you give a merchant the 

exact information that merchant would need to 
make purchases on your behalf… 

15

Introduction to Bitcoin & Blockchain 16

A Brief History of Blockchain Technology
• In a credit card transaction you give a merchant the exact 

information that merchant would need to make 
purchases on your behalf… 
o To do so with anonymous online merchants seemed doubly crazy 

• Significant investment in the 1990s in alternative 
approaches from major companies, like Microsoft

• DigiCash, led by Berkeley PhD David Chaum, was a 
pioneer
o You buy “e-cash” from the DigiCash company
o Spend e-cash online. Very secure transactions.

(Much like PayPal today)
o DigiCash kept track (on a central controlled ledger) 

who owned how much e-cash

16
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Introduction to Bitcoin & Blockchain 17

A Brief History of Blockchain Technology
• DigiCash faced major obstacles

o Needed quick adoption (it was a startup) but consumers were slow 
to adopt, and DigiCash had not earned their trust yet

o Needed permission from many financial regulatory agencies
o The mere perception that DigiCash might go under, meant that 

people were reluctant to use its technology (central point of failure 
problem)

• All competitors faced similar problems. Some founders of 
e-cash-like technologies even went to jail for (perhaps 
inadvertently) violating anti-money laundering laws (e.g., 
“e-gold”)

• All “e-money” startups/projects fizzled out by the late 
1990s. Visa/Mastercard more-or-less figured out online 
payments and the idea faded for ~10 years…

17

Introduction to Bitcoin & Blockchain 18

A Brief History of Blockchain Technology
• In 2008 a paper was published to a cryptography 

mailing list:

18
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Introduction to Bitcoin & Blockchain 19

A Brief History of Blockchain Technology
• Avoided pitfalls of DigiCash and other prior attempts 

because it was decentralized and… not a company!
• Just a set of rules that anyone can follow

“Hockey is just a collection of rules that describe a 
particular sport. Nobody owns the rules of hockey, and if 
anybody wants to change the rules, they can do so as long 

as they don’t mind playing by themselves. It is possible 
for the rules of hockey to change, but only if everyone 

agrees to the new rules. Bitcoin is the same way.”

- Yuri Takhteyev, researcher at the University of 
Toronto

19

Introduction to Bitcoin & Blockchain 20

A Brief History of Blockchain Technology
• March 2010, first Bitcoin transaction, 2 

pizzas for 10,000 bitcoins

Photo by Ponyo Sakana from Pexels
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Introduction to Bitcoin & Blockchain 21

A Brief History of Blockchain Technology
• Mt.Gox, one of the first Bitcoin currency 

exchanges

21

Introduction to Bitcoin & Blockchain 22

Today a bitcoin trades at ~ $50,000 each (as of Sept. 3, 2021
anyway…)
Total market value of cryptocurrencies in circulation, over  
$1 trillion

22
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Introduction to Bitcoin & Blockchain 23

A Brief History of Blockchain Technology
• In 2013-2014, the term “blockchain technology” came into 

common use, referring in a fuzzy way to the common 
enabling protocol that allowed Bitcoin and all of the 
subsequent variations to work

• Today it is an active area of research and innovation

23

Introduction to Bitcoin & Blockchain 24

What is Blockchain Technology?

Image by xresch from Pixabay
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Introduction to Bitcoin & Blockchain 25

What is Blockchain Technology?

Paper files 
in a cabinet

Database on 
your 

computer

Database synced 
across multiple 

computers

Linked-entry 
database synced 
across multiple 

computers

Blockchain

Efficient?

Resilient/ 
Redundant?

Tamper/Error 
Resistant?

Immutable?

Data storage technologiesFeatures

Image by xresch from Pixabay
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Introduction to Bitcoin & Blockchain 26

Bitcoin-Blockchain connection
• What is the connection between Bitcoin & Blockchain?
• Bitcoin transactions are recorded on a distributed 

ledger called a Blockchain

?
The same ledger can also store other data

(Example: weather data on the Bitcoin 
blockchain)

Image by xresch from Pixabay
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Introduction to Bitcoin & Blockchain 27

Financial incentive keeps “voluntary” 
network of computers robust

Bitcoin-Blockchain connection
• What is the connection between Bitcoin & Blockchain?
• Bitcoin transactions are recorded on a distributed 

ledger called a Blockchain

Image by xresch from Pixabay

Image by Tumisu from Pixabay

27

Introduction to Bitcoin & Blockchain 28

Sample Transaction
Josh wants to send Anna 1 Bitcoin (BCT). To do this, he 
uses his private key to 'sign' a message with the 
transaction-specific details. This message, which must be 
broadcast to the network, will contain the following:
• Inputs. This contains information about the Bitcoin previously 

sent to Josh's address. For example, imagine Josh previously 
received 0.6 BTC from Alex and 0.6 BTC from Bryan. Now, in 
order to send 1 BTC to Anna, there might be two inputs: one input 
of 0.6 BTC previously from Alex and one input of 0.6 BTC 
previously from Bryan.

• Amount. In this case, the amount Josh wants to send is 1 BTC.
• Outputs. There are two outputs. The first is 1.2 BTC (0.6 BTC + 

0.6 BTC) to Anna’s public address. The second is 0.2 BTC returned 
as 'change' to Josh.

28
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Introduction to Bitcoin & Blockchain 29

Cryptocurrency Wallet
• Provide users with a digital 

solution for securely storing and 
managing cryptocurrencies.

• Allow users to spend, receive, 
and trade cryptocurrencies.

• While some wallets only support 
one type of cryptocurrency, 
others allow users to hold 
multiple cryptocurrencies.

• There are many cryptocurrency 
wallets available, depending on 
the needs of the user.

Photo by Worldspectrum from Pexels
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Introduction to Bitcoin & Blockchain 30

Where might Blockchain technology be useful?
• Applications were there is no appropriate, neutral, 

custodian for data that everybody trusts
(i.e., there *must* be a lack of trust)
o E.g., Domestic vs. International patent disputes

• Custodian can be well-meaning, but unreliable
o E.g., A startup company that may not be around in 20+ years 

(E.g., DropBox?)
• Is there an incentive for a data custodian to cheat when the 

stakes are high?
o E.g., Doctor being sued in a multi-million insurance claim case
o E.g., Police evidence database

30
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Introduction to Bitcoin & Blockchain 31

Questions?

c.wilmer@gmail.com

31

Virtual Currency Frauds
How to spot and avoid common scams

32

mailto:c.wilmer@gmail.com
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Disclaimer
This presentation is provided for general informational and 
educational purposes only and does not provide legal or 
investment advice, guidance, or interpretation to any individual 
or entity. The views presented herein are my own and do not 
necessarily reflect the views of the Commodity Futures Trading 
Commission (CFTC) or the Commissioners.

References to any products, services, or resources, or the use 
of any entity, organization, trade, firm, or corporation name do 
not constitute or imply endorsement, recommendation, or 
favoring by the CFTC or the United States Government. The 
CFTC does not guarantee the accuracy or completeness of 
any information contained in third-party resources or websites 
referenced herein. 

9/28/21 33

33

What we’ll cover

9/28/21 34

• Growth of virtual currencies 
and fraud

• The CFTC’s role
• Common frauds and trends
• Where to report fraud
• Additional resources

Dan Rutherford,

Office of Customer Education and Outreach,
Market Participants Division

drutherford@cftc.gov

Associate 
Director of 
Customer 
Outreach

34
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GROWTH OF VIRTUAL 
CURRENCIES & FRAUD

35

Federal Trade Commission:

• From October to May, 7,000 people 
reported losses of more than $80 million 
to fraudulent bitcoin investment frauds.

• More than 10 times the amount of fraud 
reports from the same period one year 
ago.

• 1,000% increase in the amount of losses

9/28/21 36

https://www.ftc.gov/news-events/blogs/data-spotlight/2021/05/cryptocurrency-buzz-drives-record-investment-scam-losses

36

https://www.ftc.gov/news-events/blogs/data-spotlight/2021/05/cryptocurrency-buzz-drives-record-investment-scam-losses
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Illicit activity

• Illicit activity is estimated to be 0.34% or $10 
billion of cryptocurrency transactions*

• Over half of crypto hacks were from DeFi 
protocols**

• Ransomware saw the biggest increase*
• The number of payments to scam 

addresses climbed 48%, indicating a rise 
individual victims*

9/28/21 37

* Chainalysis. The 2021 Crypto Crime Report. February 2021
** CipherTrace. Cryptocurrency Crime and Anti-Money Laundering Report. February 2021

37

Who owns virtual currency?
• About 14% of Americans own cryptocurrency*

– Most between ages 25 to 44
– 74% male, 26% female
– 69% view as a buy-and-hold investment

• 51% of current owners purchased their 
cryptocurrency within the past 12 months**

• 20% of nonowners say they are likely to buy some in 
the next year**

• The number of Bitcoin ATMs Sept. 2021:
– U.S.: 22,600, up more than 201% YoY***
– Worldwide: 26,100, up 166% YoY

9/28/21 38

* Gemini. The State of U.S. Crypto Report. 2021
**The Ascent. Study: Over 50 Million Americans Likely to Buy Crypto in the Next Year. May 2021
***Coin ATM Radar. https://coinatmradar.com/charts/growth/

38

https://go.chainalysis.com/2021-Crypto-Crime-Report.html
https://ciphertrace.com/2020-year-end-cryptocurrency-crime-and-anti-money-laundering-report/
https://www.gemini.com/state-of-us-crypto
https://www.fool.com/the-ascent/research/study-americans-cryptocurrency/
https://coinatmradar.com/charts/growth/
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Audience participation 
time!

9/28/21 39

How many current virtual 
currency owners have little to no 
understanding of how virtual 
currency works?
a) 5%
b) 15%
c) 35%
d) 55%

39

Why so much fraud?
• Information asymmetry

– Nearly 35% of current owners have little to 
no understanding of how virtual currency 
works*

• Volatile price moves
• Few safeguards
• Basic characteristics of virtual currency:

– Transferrable, Immutable, Pseudonymous, 
and Convertible

9/28/21 40

*The Ascent. Study: Over 50 Million Americans Likely to Buy Crypto in the Next Year. May 2021

40

https://www.fool.com/the-ascent/research/study-americans-cryptocurrency/
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THE CFTC’S ROLE

41

Audience participation 
time!

9/28/21 42

Digital assets – virtual 
currencies, smart contracts, 
tokens, etc. – are:
a) Commodities
b) Securities
c) Derivatives
d) All of the above
e) No idea

42
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All of the above and more
• Digital assets are not monolithic. Facts, 

circumstances, and structure could make some 
coins or tokens commodities, securities, or 
derivatives.

• Smart contract technology in the DeFi space is 
being used to create novel decentralized 
applications and tokens at a more rapid pace.

• Blended regulatory framework that includes 
CFTC, SEC, Federal Reserve, OCC, IRS, 
FinCen, state banking regulators

9/28/21 43

43

The CFTC & digital assets
• Congress granted the CFTC with two authorities:

– Regulatory authority over U.S. derivatives markets.
– Enforcement authority over derivatives markets and 

a broader application for anti-manipulation and anti-
fraud authority with respect to cash commodities.

• Bitcoin and other virtual currencies have been 
determined to be commodities under the 
Commodity Exchange Act (CEA). 

9/28/21 44
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COMMON VIRTUAL 
CURRENCY SCAMS

45

Audience participation 
time!

9/28/21 46

How do virtual currency scams 
commonly start:
a) Social media buzz
b) Spam email 
c) Cold calls
d) All of the above

46
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Social media scams
• Many digital asset scams begin on social 

media. 
• Social media platforms enable fraudsters to:

– Make up fake profiles
– Participate in message boards or groups
– Connect one-on-one with potential fraud targets 

• Most recently, fraudsters have been using 
dating websites, posing as long-distance 
love connections.

9/28/21 47

47

Warning signs
• Want to move conversation to Telegram or 

other messaging app.
• The fraudster claims to be a cryptocurrency 

advisor or broker. 
• Cannot withdraw money. 
• Various levels of investments are required. 
• Not displaying or disclosing a headquarters 

address 
• Profiles appear to be flashy and new. 

9/28/21 48

48
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Anytime an individual or company 
claims to be registered

• Check:
– https://www.nfa.futures.org/basicnet/
– https://adviserinfo.sec.gov/
– https://brokercheck.finra.org/

• Learn more about registration: 
https://www.cftc.gov/check

9/28/21 49

49

DeFi scams
• DeFi uses “smart contract” technology to create 

apps and tokens.
• Exit scams: Projects that suddenly shut down 

and take participants’ money with them. 
– Start by receiving a lot of hype on social media. 
– After attracting sizable investments, the software 

developers close up shop, shut down their social 
media channels, and disappear.

• Hacks: Malicious backdoors or just poor 
programming.

9/28/21 50

50

https://www.nfa.futures.org/basicnet/
https://adviserinfo.sec.gov/
https://brokercheck.finra.org/
https://www.cftc.gov/check
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DeFi scams: Protect yourself
• Be mindful of FOMO. Sudden hype could be a warning sign.

– New, thinly traded tokens can also be easily manipulated.
• Check websites or white papers to see if the software has been 

audited by third-party companies or tested for bugs and 
vulnerabilities.
– New tech, so even audited software can be hacked, and tests 

are only as good as the test writers.
• Only invest risk capital.
• Only get involved with projects you fully understand. That includes 

the code, component applications, protocols, and networks if 
possible.

9/28/21 51
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Other common scams
• Ransomware attacks. Beware phishing attacks and 

keep security software up to date.
• Cloned trading sites. Don’t click links or use QR 

codes in emails. Look up customer service web 
addresses on your own and verify messages.

• Fraudulent apps. Start with the official website to 
see if an app is offered.

• Imposter frauds. A government agency will never 
demand immediate payment with Bitcoin.

• Recovery frauds. Never pay an upfront fee before 
receiving any service. 

9/28/21 52
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If you suspect fraud
• Don’t pay any more money.
• Report it to:

– http://www.cftc.gov/Complaint
– https://www.ic3.gov/
– http://www.reportfraud.ftc.gov/
– https://www.sec.gov/tcr
– State regulator: https://www.nasaa.org/contact-your-

regulator/
– Attorney general: https://www.naag.org/find-my-ag/
– Local law enforcement

9/28/21 53
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Additional resources
• Bitcoin.org
• CFTC Articles and Advisories
• CFTC: Digital Assets
• Coincenter.org
• Ethereum.org
• FBI Internet Crime Complaint Center
• FinCen
• FTC: How to Recognize and Avoid Phishing Scams
• FTC: What to Know About Cryptocurrency and Scams
• Investor.gov: Spotlight on Initial Coin Offerings and Digital 

Assets
• Nationwide Multistate Licensing System

9/28/21 54
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http://www.cftc.gov/Complaint
https://www.ic3.gov/
http://www.reportfraud.ftc.gov/
https://www.sec.gov/tcr
https://www.nasaa.org/contact-your-regulator/
https://www.naag.org/find-my-ag/
https://bitcoin.org/en/
https://www.cftc.gov/LearnAndProtect/article_and_advisory/index.htm
https://www.cftc.gov/digitalassets/index.htm
https://www.coincenter.org/education/
https://ethereum.org/en/
https://www.ic3.gov/
https://www.cftc.gov/Exit/index.htm?https://www.fincen.gov/msb-registrant-search
https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams
https://www.consumer.ftc.gov/articles/what-know-about-cryptocurrency-and-scams
https://www.investor.gov/additional-resources/spotlight/spotlight-initial-coin-offerings-and-digital-assets
https://www.cftc.gov/Exit/index.htm?https://www.csbs.org/nationwide-multistate-licensing-system
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Questions?

55

55

Upcoming Event

56

Tuesday, October 19th
11:00 a.m. – 12:30 p.m. EST

Event Page: 
MilitaryFamiliesLearningNetwork.org/event/104331

Recognition of the impact of psychology on financial 
decisions is ever increasing, as is evidenced by the 
Certified Financial Planner (CFP®) Board’s recent 
decision to include components of psychology in the 
updated CFP® examination. This webinar will focus on 
behavioral finance and the impact of psychology on 
clients’ financial decisions, with an emphasis on building 
trust, being authentic with clients, and an introduction of 
communication essentials that can be applied directly in 
practice.

Continuing education credit will be available for this webinar! 

The Psychology of Money: Understanding Service 
Members’ Financial Decisions

For archived and upcoming webinars visit: 
MilitaryFamiliesLearningNetwork.org/AllEvents/

Photo by Rodnae Productions from Pexels
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https://militaryfamilieslearningnetwork.org/allevents/
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Evaluation & Continuing Education

57

This webinar has been approved 
for the following continuing 
education (CE) credits: 

• 1.5 CE credits from the Association for 
Financial Counseling & Planning 
Education (AFCPE)

• 1.5 CE credits from the Center for 
Financial Certifications (FinCert)

• 1.5 CE credits from the National Council on 
Family Relations for Certified Family Life 
Educators (CFLE)

Go to the event page for 
evaluation and post-test 
link.

Evaluation Link

Questions?
Email Selena Garrison
at selenah@ufl.edu

Event Page: 
https://militaryfamilieslearningnetwork.org/event/104655/
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Subscribe and Stay 
Connected!

58

Monthly Newsletter

• Upcoming Events
• Helpful Financial Tips
• Articles of Interest

Topics of Interest:

• Financial Education
• Informed Investing
• Financial Stability

Subscribe 
Here!

MilitaryFamiliesLearningNetwork.org/Personal-Finance/

@MFLNPF
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Explore upcoming events, articles, resources, and more 
https://militaryfamilieslearningnetwork.org

Connect with the MFLN

59

59

https://militaryfamilieslearningnetwork.org/

