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S.M.A.R.T 
SAFE, MONITORED AND RESPONSIBLE TECHNOLOGY 









How many… 

u  Have a smart phone? 

u  Text more often than you talk on your phone? 

u  Send photos or post pictures using your smart phone? 

u  Understand the concepts of sexting? 











Let’s just call it what it is… 



Here is the problem… 

u  Sexting (youth focus) is the wholesale production and distribution of child pornography 
occurring within homes and schools at an epidemic rate.   

u  In the instance that a 14 y/o boy takes a photo of his 13 y/o girlfriend’s chest, he has committed 
production of child pornography and another crime of possession of child pornography 

u   If the boy displays, copies, or shares the image – then the crime of distribution of child 
pornography has occurred.  

u  If the boy requested or enticed the girl to expose her chest, there could be yet additional crimes 
of aggravated sexual battery or child molestation.  



2011 AP- MTV Digital Abuse Survey 

u  Youth are aware that sexting can be a serious problem, but still 1 in 3 14-24 year olds have 
engaged in some form of sexting.  

u  Many who “sext” do so as a result of pressure. 

u  Because of technology, this generation of young adults is navigating their sexuality and 
first sexual experiences in an environment unlike any before.  

u  While 71% call sexting a serious problem for people their age, youth don’t always consider 
the potential consequences (“it won’t happen to me”).  



Let’s look at an example 

u  Security vulnerabilities were highlighted by 
several security and hacker groups 

u  Photos have been leaked and screen shots 
are possible 

u  On May 9, 2013, Forbes magazine reported 
that Snapchat photos do not actually 
disappear, and that the images can still be 
retrieved with minimal technical knowledge 
after the time limit expires. The Electronic 
Privacy Information Center filed a complaint 
against Snapchat with the Federal Trade 
Commission, stating that Snapchat deceived 
its customers by leading them to believe that 
pictures are destroyed within seconds of 
viewing 



The Challenge?  Keeping Up with Technology  
No Matter What… 

u  It is illegal in the United States to 
possess lewd photographs of 
minors 
u  Is a photo of my daughter at the 

beach in her bikini a lewd photo? 

u  Intentions are everything… 



Some Examples 



Some Advice from a Criminal Defense 
Attorney 

u  Child pornography is no different that illegal drugs. If you are caught with 
it, it doesn’t matter what your intentions are – you are going to jail.  

u  Most individuals do not realize that putting child pornography in your 
computer’s trash bin does not solve the problem. 

u  If there is a way you can retrieve the pornographic photos after it has 
been deleted – you are still in possession. 





Let’s Talk! Defense Attorney, 
Luke Nichols 



Consequences…  You can’t take it back 

u  Whose name is on the Internet/phone bill?  

u  The parent/guardian who is responsible for 
paying the phone bill may also be held 
responsible for what is being transmitted across 
the electronic devices attached to the bill 

u  Pictures could be distributed all over the Internet 

u  Sending photo or message to wrong person 

u  Others sharing your message 

u  Possession or distribution of child pornography 
charges 

u  Felony obscenity charges 

u  Affects future jobs 

u  Affects your reputation 

u  Loss of college/educational scholarships 

u  Loss of athletic and co-curricular eligibility 

u  Loss of friendships/relationships 

u  Loss of personal freedom if arrested for illegal 

behavior 

u  Depression 

u  Anxiety 

u  Suicide 

u  Embarrassment 



Prevention 

u  Perspective is everything 

u  Talk to your teens 

u  Set expectations and consequences 

u  Know what your teens are posting online  

u  Know to whom your teens are talking 

u  Teach personal values 

u  Purchase a phone without a camera 

u  Restrict text messaging 

 

u  Never assume 100% privacy 

u  Once you post it, you can’t take it back 

u  Don’t give into peer pressure 

u  Consider the recipient’s reaction 

u  Nothing is truly anonymous. 

u  Would you want your Grandma to see that? 



My Child Received A Lewd Photo… 
What Now?  

1.  Do not delete the message! 

2.  Document the time/date message was received and the phone number 
or e-mail address of the sender 

3.  Report the message to principal, school counselor, school resource officer 
or law enforcement – someone in a place of authority 

4.  Once evidence of the message is collected, the message may be deleted 

5.  Law enforcement will file a report and continue investigating to find the 
origin of the message 



Cyberbullying 









Example – Yik Yak 

u  Yik Yak is a new social media app that 
works like a localized, anonymous version 
of Twitter. 

u  Yik Yak is rapidly gaining popularity on 
college campuses nationwide 

u  Educators fear it's being used by high 
school students to issue threats and to bully 
classmates. 

u  Yik Yak can use GPS technology to block 
access to the app for specific locations 
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REACH – Supporting Military Families Through Research and Outreach!
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